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Disclaimer
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Disclaimer
ǒ Theinformation containedwithin this presentationdo not infringe on any

intellectual property nor does it contain tools or recipe that could be in
breachwith knownlocalNationallaws.

ǒ Thestatisticaldata presentedbelongsto the HackersProfilingProjectby
UNICRIand ISECOM.

ǒ Quotedtrademarksbelongsto registeredowners.
ǒ Theviewsexpressedare thoseof the author(s)andspeaker(s)anddo not

necessaryreflect the viewsof UNICRIor others United Nations agencies
andinstitutes,nor the view of ENISAandits PSG(PermanentStakeholders
Group), neither Security Brokers and its own AssociatedPartners and
Companies.

ǒ Contentsof this presentation may be quoted or reproduced, provided
that the sourceof information is acknowledged.

ǒ Thispresentation is not άŀƎŀƛƴǎǘέthe Governmentof the United States
neither the Americanpeople. Instead,it aims to seriouslyhighlight the
biggestάŀŦŦŀƛǊέhappenedto the Intelligencecommunity sincethe Nixon
scandalόά²ŀǘŜǊƎŀǘŜέύΣandits impactstowards the conceptof democracy
itself in the so-calledInformation Age.
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Edward SnowdenΩǎleaksdrawn a new border in the 

Intelligence and «Cyber Operations» world.

Thispresentationwill analyzethe conceptsof Data 

Breachand Violationsof Privacyafter the so-called

«DatagateAffair» (the NSA scandal), alongwith the 

recenthappenings in Kiev and Caracas, then focusing

on the conceptof Democracyand Massive 

Information Control in the 21th Century.

Abstract
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RaoulάbƻōƻŘȅέ Chiesa

Á President, Founder, The Security Brokers

Á Co-Founder, Swascan

Á Indipendent Special Senior Advisor on Cybercrime @ UNICRI

(United Nations Interregional Crime & Justice Research Institute)

Á Roster of Experts @ ITU (UN International Telecomunication Union)

Á Former PSG Member, ENISA (Permanent Stakeholders Group @ European Union
Network & Information Security Agency)

Á Founder, @ CLUSIT (Italian Information Security Association)

Á Founding Member, ECSO (European Organization for Security) 

Á Board of Directors, ISECOM (Institute for Security & Open Methodologies)

Á OSSTMM Key Contributor (Open Source Security Testing Methodology Manual)

Á Board of Directors, OWASP Italian Chapter

Á Cultural Attachè. Scientific Committee, APWG European Chapter

Á Former Board Member, AIIC (Italian Association of Critical Infrastructures)

Á Supporter at various security communities

http://www.owasp.org/
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Weare (were?) usedto thisΧΦ
Everytimewe readabouta data breach, we do think about the following scenariosand 
relatedactors.
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Until this guytook a dramaticdecision
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[ŜǘΩǎstop dreaming!
In order to «outperformyouradversaries», you must know who they are.

And, over the last 20 years, the conceptof «attacker» hasdramaticallychanged.

Also, the conceptof a «securesystems» asitself, it just doesnΩǘ existanymore
(IMHO).
Well, actually, it neverexistedJ

Vulnerabilitiesbrought-in by vendors
0days markets
State-Sponsoredattacks
DDoSpowershots
UsersΩ stupidity / ignorance
Data BreachesҌ оǊŘ ǇŀǊǘƛŜǎΩ ones
ΧΧΧΧΧ

ThenasI just said, Edward Snowdentook a decisionwhich haschangedthe 
whole world, the conceptof privacy, democracy, and Intelligence Operations.

¢ƘŀǘΩǎwhy this presentationwill focus on somethingdifferent, trying to walk
youby new perspectives, providingcase studiesaswell.
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The scenario
Everythinghas«evolved», ǎƻƳŜƘƻǿΧ

IŜǊŜΩǎwhat the United Nationssays(IŀŎƪŜǊΩǎProfilingProject):

 

OFFENDER ID LONE / GROUP HACKER TARGET MOTIVATIONS /
PURPOSES

Wanna Be Lamer 9-16 years 
òI would like to be a hacker, 
but I canõtó

GROUP End-User For fashion, Itõs òcooló => to 
boast and brag

Script Kiddie 10-18 years 
The script boy

GROUP: but they act alone SME / Specific security flaws To give vent of their anger / 
attract mass -media attention

Cracker 17-30 years
The destructor, burned 
ground

LONE Business company To demonstrate their power / 
attract mass -media attention

Ethical Hacker 15-50 years
The òethicaló hackerõs world

LONE / 
GROUP (only for fun)

Vendor / Technology For curiosity (to learn) and 
altruistic purposes

Quiet, Paranoid, Skilled 
Hacker

16-40 years
The very specialized and 
paranoid attacker

LONE On necessity For curiosity (to learn) => 
egoistic purposes

Cyber -Warrior 18-50 years
The soldier, hacking for 
money

LONE òSymboló business company 
/ End -User

For profit

Industrial Spy 22-45 years
Industrial espionage

LONE Business company / 
Corporation

For profit

Government Agent 25-45 years
CIA, Mossad, FBI, etc.

LONE / GROUP Government / Suspected 
Terrorist/
Strategic company/
Individual

Espionage/
Counter -espionage
Vulnerability test
Activity -monitoring 

Military Hacker 25-45 years LONE / GROUP Government / Strategic 
company

Monitoring /
controlling /
crashing systems
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And, ƛǘΩǎnot just 
«hackers»
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Ҧ «CybercrimeηΧ why??

Cybercrime

άнлмм /ȅōŜǊŎǊƛƳŜ financial turnover apparentlyscored
up more than Drugsdealing, Human

Traffickingand WeaponsTraffickingǘǳǊƴƻǾŜǊǎέ

Varioussources(UN, USDOJ, INTERPOL, 2011)

2012 Financial Turnover, estimation: 6-12 $BLN/year
2013 F.T., estimation: 16-20 $BLN/ year
2018 F.T., estimation: 50-70 $BLN/year

«Cybercrime 
ranksasone
of the top 

four economic
crimes» 

PriceWaterhouseCoopersLLC 
Global EconomicCrime 
Survey2011
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Ҧ  Cybercrimeґ άƘŀŎƪŜǊǎέ

Differences
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Ҧ Geopoliticalshift : 2013 - Map of ITU Dubai General Assembly December(red=not signed; black=signed)

World

Source: Raoul Chiesa, 
Flavia Zappa, Security 
Brokers, 2013
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²I!¢Ω{ I!tt9bLbD wLDI¢ bh²

Cybercrime and Information Warfarehave a very wide spectrum 
of action and use intrusion techniqueswhich are nowadays, 
somehow, available to a growing amount of Actors, which use 
them in order to accomplish different goals, with approaches and 
intensity which may deeply vary. 

All of the above is launched against any kind of targets: Critical 
Infrastructures, Governative Systems, Military Systems, Private 
Companies of any kind, Banks, Medias, Interest Groups, Private 
/ƛǘƛȊŜƴǎΦΧ

National States

IC / LEAs

Organized Cybercrime

Hacktivists

Industrial Spies

Terrorists

Corporations

Cyber Mercenaries

Everyone against everybody
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Ҧ ΧζtǊƛǾŀŎȅΚΗΚη 

.ŀŎƪ ƛƴ нллрΧ όΚύ

Ç Vodafone Greece 2004 (ñThe Athens 

affairò)

V Rootkit on MSC Ericsson AXE

V Inbound and Outbound Voice 

calls, SMS in/out, forwarded to 14 

ñpay-as-you-goò SIM cards 

(anonymous ones)

V Olympic Games

V 14 DEC 2007: Vodafone GR fined 

with 76Mú

Á http://spectrum.ieee.org/telecom/s

ecurity/the-athens-affair

Á http://en.wikipedia.org/wiki/Greek_

telephone_tapping_case_2004-

2005

The illegally wiretapped cellphones in the Athens 
affair included those of the prime minister, his 
defense and foreign affairs ministers, top military 
and law enforcement officials, the Greek EU 
commissioner, activists, and journalists.

http://spectrum.ieee.org/telecom/security/the-athens-affair
http://spectrum.ieee.org/telecom/security/the-athens-affair
http://spectrum.ieee.org/telecom/security/the-athens-affair
http://spectrum.ieee.org/telecom/security/the-athens-affair
http://spectrum.ieee.org/telecom/security/the-athens-affair
http://spectrum.ieee.org/telecom/security/the-athens-affair
http://en.wikipedia.org/wiki/Greek_telephone_tapping_case_2004-2005
http://en.wikipedia.org/wiki/Greek_telephone_tapping_case_2004-2005
http://en.wikipedia.org/wiki/Greek_telephone_tapping_case_2004-2005
http://en.wikipedia.org/wiki/Greek_telephone_tapping_case_2004-2005
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Ҧ ΧζtǊƛǾŀŎȅΚΗΚη 

AhhhhhΧΦ now I get it!

Ç PRISM and other secret projectôs scandals (ñthe 

Snowden caseò)

Ç NSAôs budgets for black operations revealed
Á http://rt.com/usa/snowden-leak-black-budget-176/

Á http://rt.com/usa/us-hacking-exploits-millions-104/

Á http://www.lemonde.fr/technologies/visuel/2013/08/27/plong

ee-dans-la-pieuvre-de-la-cybersurveillance-de-la-

nsa_3467057_651865.html

Á http://www.repubblica.it/tecnologia/2013/08/31/news/sall_ns

a_231_cyber-

attacchi_nel_2011_cos_colpiva_l_intelligence_americana-

65600302/
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Budgets, Black Ops

ÇNSAôs ñblack budgetò: 652M$ (2011)

Ç 231 black operations until today (2011)

Ç 16 US agencies involved from the US Intelligence community (107.035 

employees)

ÇTargets - US intelligence agencies highest priorities:
V Iran

V Russia

V China

V Afghanistan

V North Korea

V Syria

V éé

ÇCyber Attacks Unit ñGENIEò

Ç Hacking into foreign systems in order to spy on contents, controlling functions

Ç http://articles.washingtonpost.com/2013-08-29/world/41709796_1_intelligence-

community-intelligence-spending-national-intelligence-program

NSA «black-ops Budget» exposed
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The «last» one

Belgian Telco says it was 

hacked, while reports point to 

NSA or GCHQ as culprit

http://gigaom.com/2013/09/16/belgian-telco-says-it-

was-hacked-while-reports-point-to-nsa-or-gchq-as-

culprit/

What happenedon September2013?
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And the Police is askingfor more powers
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Lǘ ǘƻƻƪ ǘƘŜƳ ф ȅŜŀǊǎΧ

But they accomplished it L

Raoul in Vienna, 25-26 SEPT 2019: speaking 
with the Dutch Police
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HmmmmmmΧΧΦ
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MaybeΧΧΦ J
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²¢CΧ
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aŀƪƛƴƎ ά/ȅōŜǊ ²ŀǊέΧ

Åαdummylistά of αL5-мл¢ά  for phishing
Åbackgroundinfo on organisation(orgchartetc.)
ÅPrimer for sector-specificsocial-engineering
Åproxyservers
Åbankingarrangements
Åpurchaseattack-kits
Årent botnets
Åfind (trade!) goodC&C server

Åpurchase 0-days / certificates
Åpurchase skill-set 
Åbespoke payload / search terms ÅPurchase L2/L3 system data

Åequipment to mimic target network
Ådummy run on similar network
Åsandbox zerodays

Alexander Klimburg2012
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Slide NOT publicςLΩƳ ǎƻǊǊȅΣ ȅƻǳ ǎƘƻǳƭŘ ƘŀŘ ŀǘǘŜƴŘŜŘ Ŝ-privacy 
2019 Autumn Edition in Bari in order to see this one!
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Scenarios

OK, ȅƻǳΩǊŜsmart, ȅƻǳΩǾŜfound the most ever l33t 0day of your life.

Who couldbuy/ trade/ whatever that stuff from you? 
Some hacker folks.

(which, eventually, mayresellit to oneof the following)

ITVendors
Security Vendors
Big Internet players
0days «brokers»
Law EnforcementAgencies(LEAs)
Intelligence Agencies(IAs)
LawfulInterception(LI) private companies
Cybercrime/ OrganizedCrime (drugscartels in Mexico, everheard
about?)
Pwoningcontests, CTFs, etc.
(Hacktivists?)
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https:// www.wikileaks.org/the-spyfiles.html
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