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Disclaimer

s Theinformation containedwithin this presentationdo not infringe on any
Intellectual property nor doesit contain tools or recipe that could be in
breachwith knownlocalNationallaws

s Thestatisticaldata presentedbelongsto the HackersProfiling Projectby
UNICRandISECOM

s Quotedtrademarksbelongsto registeredowners.

s Theviewsexpressedare those of the author(s)and speaker(spand do not
necessaryreflect the viewsof UNICRbr others United Nations agencies
andinstitutes, nor the view of ENISAandits PSGEPermanentStakeholders
Group), neither Security Brokers and its own AssociatedPartners and
Companies

s Contentsof this presentationmay be guoted or reproduced provided
that the sourceof information is acknowledged

s Thispresentationis not & I 3 I xh¢ Gavernmentof the United States
neither the Americanpeople. Instead,it aimsto seriously highlight the
biggesta | T ThappeNddto the Intelllgencecommumty sincethe Nixon
scandalb & 2 | U S M itsintpdctsthwards the conceptof democracy
itself in the so-calledinformation Age
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Abstract

* EdwardSnowdemladaksdrawn a newborder in the
Intelligence and «Cyber Operations» world

x Thispresentationwill analyzethe conceptsof Data
BreachandViolationsof Privacyafter the socalled
«DatagateAffair» (the NSAcanda), alongwith the
recenthappenings irKievand Caracasthen focusing
on the conceptof Democracyand Massive
Information Controlin the 21thGentury.
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SNyl Interregional Crimo ond Justice

7% Rosearch Institute

O Clusit
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per s Sicarezan Informufica
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http://www.owasp.org/

We are (were?)usedto thisX &

Everytimewe readabouta data breach we do think aboutthe following scenariosand
related actors
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Until this guytook a dramaticdecision




[ S 8t@p@reamind

* Inorderto «outperformyouradversaries, you must know who they are.
* And, over the lasR0years the conceptof «attacker> hasdramaticallychanged

* Alsq the conceptof a «securesystems asitself, it just doesrQ éxistanymore
(IMHO).

*  Well, actually it neverexistedJ

Vulnerabilitiesbroughtin byvendors

Odaysmarkets

State-Sponsoredattacks

DDoSpowershots

User<gxstupidity/ ignorance

DataBreacheds o0 NR dn#sNI A S& Q

XX XXX

i e S S S S

* Thenasl justsaid EdwardSnowderntook a decisionwhich haschangedthe
whole world, the conceptof privacy, democracy andintelligence Operations

* ¢ K I vihyXKis presentationwill focus onsomethingdifferent, trying to walk
youby newperspectivesprovidingcasestudiesaswell.
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The scenario

x Everythinghas«evolved, &4 2 YS K 2 g X

The destructor, burned
ground

O DER ID O ROUP HA R AR
Wanna Be Lamer 9-16 years End-User
ol would 1ike t
but | candté
Script Kiddie 10-18 years SME / Specific security flaws
The script boy
Cracker 17-30 years LONE Business company

Ethical Hacker

15-50 years
The oet hica

Vendor / Technology
Il 6 h

For fashion, |t
boast and brag

For curiosity (to learn) and
altruistic purposes

The soldier, hacking for
money

Quiet, Paranoid, Skilled 16-40 years LONE On necessity
Hacker The very specialized and
paranoid attacker
Cyber -Warrior 18-50 years LONE 0Symbol 6 busine

/ End -User

22-45 years
Industrial espionage

Business company /
Corporation

25-45 years
CIA, Mossad, FBI, etc.

Government / Suspected
Terrorist/

Strategic company/
Individual

For curiosity (to learn) =>
egoistic purposes

Espionage/

Counter -espionage
Vulnerability test
Activity -monitoring

25-45 years

Government / Strategic
company

Monitoring /
controlling /
crashing systems
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And,A Un6l fust
«hackers»
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Cybercrime

rb«Cybercrimey Xwhy?? GHAMM [ &finaddialduddveérSpparentlyscored
up morethan Drugsdealing, Human
Traffickingand WeaponsTrafficking(l dzNJy/ 2 @ S

«Cybercrime Varioussource(UN, USDOJ, INTERPOL, 2011)
ranksasone 2012 Financialurnover,gstimation: 6-12 $BLN#ear
2013 F.T.estimation: 1620 $BLN year
of the tOp 2018 F.T., estimation: 580 $BLN/year
four economic
. Breakdown of Russian
C rl m e S) CYBERCRIME Cybercriminal Activities

RUSSIAN CYBERCRIME TRENDS DDoS
$13@Million

Other

Total Cybercrime Market $168 Mi

PriceWaterhouseCoopetd.C |
GlobalEconomidcCrime P e C2C grecimnomne N NNCCRSR

— .v : o $230 Mili
Survey2011 125 e . sa.gillion ‘ y
Spam y
$830 Mi
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Differences

'I'bCybercrimer' K& O]

SIS
e o o
d
e o
d»
°
$ * @
sab$ ¢ profile organizations
$ X using public data/
s, social media
wy |
@ target key
organized and POl’s via spear
well funded /\ phishing

000 —— i

coordinated attacks (g | “watering hole”
distract big, strike Es=p target groups on
precisely ‘ trusted sites

leverage tried and true
techniques like SQLi, DDoS & XS8
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World

MGeopoliticalshift : 2013- Map of ITU Dubai General Assemidbecember(red=not signed black=signed
‘d

-

SourceRaoul Chiesa,
FlaviaZappa, Security
Brokers, 2013
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* Cybercrime and Information Warfarbave avery wide spectrum
of actionand usentrusion techniqueswhich are nowadays,
somehow, available to growing amount of Actorswhich use
them in order toaccomplish different goalswith approaches and
intensity which may deeply vary

*  All of the above is launched against any kind of targe@sitical
Infrastructures, Governative Systems, Military Systems, Private

Companies of any kind, Banks, Medias, Interest Groups, Privats

| AGAT Syaox
National States

IC / LEAS

Organized Cybercrime
Hacktivists

Industrial Spies Everyone against everybody
Terrorists
Corporations
Cyber Mercenaries

e S S T e . R <
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C Vodaf one
affairo)

Gr eece

V Rootkit on MSC Ericsson AXE
V Inbound and Outbound Voice

calls, SMS in/out, forwarded to 14 -
C a

Apayyouugoo SI M

(anonymous ones)

V Olympic Games

V 14 DEC 2007: Vodafone GR fined L

with 76 MU

The illegally wiretapped cellphones in the Athens
Dagrair irieclud those oéthe I;])rime minister, his
defens Qn f(pre?gn ar a'irs m%i&e?s, top military
and law enforcement officials, the Greek EU
commissioner, activists, and journalists.

£ 2 4
Q. -1 p { ;
=

20

Haw a Celiphone Syseem Warks

) =

Typical Encason AXE Wiretap System How Colphone Sysem Was Bresched
- —
~

' -~

.....
.....

A http://spectrum.ieee.org/telecom/s == i, o

ecurity/the-athens-affair

3 "J. = r~';
& ’ l . '::_'.‘; 13 ‘:',f f".'f'a

A http://en.wikipedia.org/wiki/Greek

telephone tapping case 2004-

2005
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PRI SM and other secret =~ lgfg:"‘“ S
Snowden caseo0)
NSAOGOs budgets for ac\'. ?{

kLyscorc

http://rt.com/usa/snowden-leak-black-budqget-176/
http://rt.com/usa/us-hacking-exploits-millions-104/
http://www.lemonde.fr/technologies/visuel/2013/08/27/plong

ee-dans-la-pieuvre-de-la-cybersurveillance-de-la-
nsa 3467057 651865.html
http://www.repubblica.it/tecnologia/2013/08/31/news/sall_ns “-

a 231 cyber-
attacchi _nel 2011 cos colpiva | intelligence americana-
65600302/

NSA Laughs at PCs, Prefers Hacking Routers

and Switches
-~
- \\ N
1 S— ‘
—— -
i

The US government might be the biggest hacker in the
world
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—
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Budgets BlackOps

NSA «black-ops Budget» exposed

C NSA6s fibl a6éM$Ha0d )y et O :

C 231 black operations until today (2011)

C 16 US agencies involved from the US Intelligence community (107.035
employees)

C Targets - US intelligence agencies highest priorities:

V lran

V Russia

V China "

V Afghanistan

y e The Washington Post
V Syria

V éé

CCyber Attacks Unit AGENI EO

C Hacking into foreign systems in order to spy on contents, controlling functions

C http://articles.washingtonpost.com/2013-08-29/world/41709796_1_intelligence-
community-intelligence-spending-national-intelligence-program
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What happenedon September2013?

Belgian Telco says it was
hacked, while reports point to
NSA or GCHQ as culprit

http://gigaom.com/2013/09/16/belgian-telco-says-it-
was-hacked-while-reports-point-to-nsa-or-gchg-as-
culprit/
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And the Polices askingfor more powers

Home = Security = Cybercrime and Hacking

News

Dutch bill would give police hacking powers

Dutch law enforcement should be allowed to break into computers
outside the Netherlands when necessary, the draft bill said

By Loek Essers
May 2, 2013 06:47 AMET CJ Add a comment

mShare u 8+ I "IE i

IDG News Service - The Dutch government today presented a draft bill that
aims to give law enforcement the power to hack into computer systems --
including those located in foreign countires — to do research, gather and
copy evidence or block access to certain data.

Law enforcement should be allowed to block access to child pornography,
read emails that contain information exchanged between criminals and also
be able to place taps on communication, according to a draft bill published
Thursday and signed by Ivo Opstelten, the Minister of Security and Justice.
overnment agents should also be able to engage in activities such as
turning on a suspect's phone GPS to track their location, the bill said.

Opstelten announced last October he was planning to craft this bill.
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Dutch Government Seeks to Let Law
Enforcement Hack Foreign Computers

Dutch government wants to give law enforcement agencies investigative powers that
involve hacking, installing spyware and destroying data

By Lucian Constantin
Fri, October 19, 2012
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IDG News Service — The Dutch govemment wanis to give law enforcement authorities
the power to hack into computers, including those located in other countries, for the
purpose of discovering and gathering evidence during cybercrime investigations.

In a letter that was sent to the lower house of the Dutch parliament on Monday, the
Dutch Minister of Security and Justice Ivo Opstelten outlined the government’s plan to
draft a bill in upcoming months that would provide law enforcement authorities with new
investigative powers on the Internet.

According to the letter, the new legislation would allow cybercrime investigators to
remotely infiltrate computers in order to install monitoring software or to search them for
evidence. Investigators would also be allowed to destroy illegal content, like child
pornography, found during such searches.

ese investigative powers would not only cover computers located in the Netherlands;
but also computers located in other countries, if the location of those computers cannot

be determined.
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x But they accomplished It

* Raoul in Vienna, 286 SEPZ019: speaking
with the Dutch Police
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Scenarios

* OK,g 2 dzidibe 2 dAaundthe most ever 133t 0day ofyour life.

* Who could buy/ trade/ whatever that stuff from you?

* Somehackerfolks.
* (which, eventuallymayresellit to one of the following)

ITVendors

SecurityVendors

Biglnternet players

Odays &rokers»
LawEnforcementAgenciegLEA$
IntelligenceAgencieglAs)
Lawfullnterception(Ll) private companies

Cybercrime OrganizedCrime @rugscartels in Mexicoeverheard
about?)

* Pwoningcontests CTFsetc.
* (Hacktivists?)
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