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ne Eye - Dating App Tracking — Dating App

* || fenomeno delle Dating App
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ne Eye - Dating App Tracking — Cosa e Lovoo

“LOVOO e la tua Community per chattare e fare conoscenza.
Scopri con il Radar persone della tua zona, trova nuovi amici
o il tuo grande amore.”

® Lovoo




ne Eye - Dating App Tracking — Lovoo in numeri

 Fondata nel 2011
* Disponibile per :
Web —i0S — Android
* Piu di 20 milioni di utenti
e G@Gratuito per le funzionalita base
* |In App purchase per estendere
le funzionalita




ne Eye - Dating App Tracking — Le regole del gioco

* Un social network per incontri

e Sweeping ma non solo

e Geo-localizzazione come punto di forza — trova le
persone attraverso il radar — con approssimazione al

centinaio di metri

“Condivid,l...
...e ti sara dato!”



ne Eye - Dating App Tracking — Analisi dell’App

e Utilizzo di un Proxy web per 'analisi delle comunicazioni
dell’app con il backend

Burp Intruder Repeater Window Help
[Target M Spider T Scanner T Intruder T Repeater T Sequencer T Decoder TComparer TExtender T Project options T User options TAIerts ]

Intercept | HTTP history | WebSockets history | Options

Filter: Hiding CSS, image and general binary content

# v|Host | Method | URL | Params | Edited | Status | Length | MIME type
1148 https:/fit.lovoo.com PUT Japi_web.php/self/coordinates 4] ()]
1147 https:/fit.lovoo.com GET fapi_web.php/miscjcities?cache=t... 4 O 200 2569 JSON
1146 https:/fit.lovoo.com GET Japi_web.php/miscjcities?cache=t... &4} ()] 200 2624 JSON
1145 https://go.lovoo.com:8187 GET / O ()]
1144 https://go.lovoo.com:8187 GET / O (=)
1143 https://go.lovoo.com:8187 GET / (] ()]
1142 https://go.lovoo.com:8187 GET / O ()
1139 https:/fit.lovoo.com GET /api_web.php/users?ageFrom=18... &4} ()] 200 18884 JSON
1137 https://it.lovoo.com GET /_c_jc?name=Id %) (D) 200 473 JSON
1136 https:/fit.lovoo.com GET Japi_web .php/selfjcreditshistory?r... Y ()] 200 910 JSON
1135 https:/fit.lovoo.com GET Japi_web.php/users?ageFrom=18... &4} (™] 200 18910 JSON
1134 https://go.lovoo.com:8187 GET / (] ()]

- o PRTE ——— . PR ] n [} o~ -
<« /

_|iRequest | Response |
_ﬁ Params THeaders THex ]

GET /users/plctures/5384eed6e86dalad368baf66/thumb_x1.jpg HTTP/1.1
Host: 1mg.lovoo.com
User-Agent: Mozilla/S5.0 (X11; Ubuntu; Linux x86_64; rv:49.0) Gecko/20100101 Firefox/49.0
Accept: */*
Accept-Language: 1t-IT,1t;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate, br
Referer: https://i1t.lovoo.com/discover/people
. P .
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ne Eye - Dating App Tracking — Analisi dell’App

* Ogni utente e identificato da un user-id di 24 caratteri

POST /api_web.php/usels/57e45ff—- =-4a94/\|isits HTTP/1.1
Host: 1t.lovoo.com

User-Agent: Mozilla/S.0 (X11; Ubuntu; Linux x86 64; rv:49.0) Gecko/20100101 Firefox/49.0
Accept: application/json, text/plain, */*

Accept-Language: 1t-IT,1t;g=0.8,en-US;q=0.5,en;qg=0.3
Accept-Encoding: gzip, deflate, br

DEVICE_TYPE: web

APP: lovoo

Content-Type: application/json;charset=utf-8

X-Csrf-Token: rAA6XduOD]6PYplzpmPBBMOg

Referer: https://it.lovoo.com/discover/people

Content-Length: 37

LUL=TE41LYDUADIOUCH4LIDS01 3/9£L0412510304404d1 15, LATIE419DU04d030UC4H4LYD30 1 S/9L8041e51030a4041 1o
Connection: close

{"userIid":"57e" Bb4ag4" }



ne Eye - Dating App Tracking — Analisi dell’App

* Sono state identificate le API di posizionamento

Burp Intruder Repeater Window Help

[Target M Spider T Scanner Tlntruder TRepeater TSequencer TDecoder TComparer T Extender T Project options

HTTP history TWebSockets history TOptions ]

. £ Request to https:/jit.lovoo.com:443 [ == mmom o

[ Forward ] [ Drop

Params THeaders THex ]

PUT /api_web.php/self/coordinates HTTP/1.1

Host: 1t.lovoo.com

User-Agent: Mozilla/S.0 (X11; Ubuntu; Linux x86_64; rv:49.0) Gecko/20100101 Firefox/49.0
Accept: application/json, text/plain, #*/*
Accept-Language: 1t-IT,1t;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate, br

DEVICE_TYPE: web

APP: lovoo

Content-Type: application/json;charset=utf-8
X-Csrf-Token: rAA6XduOD]6PYplzpmPBBMOg

Referer: https://1t.lovoo.com/

Content-Length: 60

Cookie: lo 1ZPkLvnoArAZuY61l a7USVtqAM27A
_tq_id.Tv- 1477665531..; _ 4deadla. 1475
_wyi1dfp=52 =526bb526- 9a9a- 4 ovoo=mpk jhaa
1ncap_ses_ *Ru4dBCE4bT VxcWd 389068=0QrsK
_wys1=WY.1l ).2046385856; _w 385856; _ ga
ldt=fedlsb 3b0a635dc42953df

Connection: close

{"lat":41.878699722222, "long" :12. 489375138889, "c1ty" :"Roma"}




ne Eye - Dating App Tracking — Analisi dell’App

* Dalla pagina dell’'utente target otteniamo la distanza

rispetto alla nostra posizione
MWebSockets history TOptions ]

| Filter: Hiding CSS, image and general binary content

# ¥|Host | Method | URL ' Params | Edited | Status
1241 https:/fit.lovoo.com POST /api_web .phpjusers/57fc29ef7d1a... O 200
1240 https://it.lovoo.com GET Japi_web.phpfusers/57fc29ef7d1a... 0 200
<

[ Reauest [iesnanany _
M Headers THex ]

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 28 Oct 2016 15:55:24 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Vary: Accept-Encoding

Cache-Control: no-cache

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Strict-Transport-Security: max-age=31536000; 1ncludeSubDomains;
X-Iinfo: 8-12868752-12868753 NNNN CT (24 26 0) RT (1477670123418 36) q(0 0 1 -1) r(2 2) US
X-CDN: Incapsula

Content-Length: 31226

i

\

3

A LR - s mess me A", "name" :"Marzia", "gender" :2,"age" : 25, "lastOnlineTime" : 1477618995, "whazzup" :"", " freetext§: nul
1ong" {"home" {"clty""'Roma" "country"-"VA" "distance":6.7},"current":{"city":"Roma", "country":"VA" "d1stance" 6 7, "m ual
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ne Eye - Dating App Tracking — Trialaterazione posizione

* Definito un user-id target

* |Impostiamo le posizioni del nostro utente nelle
coordinate: A—B—-C

e Otteniamo per ognuna la distanza dal nostro target

* Mediante trilaterazione possiamo ottenere il punto di
intersezione delle tre circonferenze e quindi Ia
posizione del nostro user-id target



ne Eye - Dating App Tracking — Trialaterazione posizione

* |l punto “1” identifica il punto di intersezione
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ne Eye - Dating App Tracking — Trialaterazione posizione

* Ripetendo il processo e possibile ottenere una
posizione piu precisa
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Lo script effettua i calcoli di & [ e

= python ooTracker.py
# ooTracker #=——=—=——=——====---o

triaterazione restituendo la I

e o . ) ./000000000000000+~— "~ 2 4dttttttttttt++ 1 .
p O S I Z I O n e Stl m a ta d e | | u te n te .+0000000000000000000S SOO+++++++++++H+H+++++/ .
/0000000000000000000SS S S SO-+++++-tttttttttttt++—
/0000000000000000000SSSSS S SO0+++++tttttttttt+++ 1
t a r et -00000000000000000000S0000000000+++++++++++++++++.
g +0000000000000000+++000000000000000++++++++++++++1
00000000000000++++++00000000000000000++++++++++++/
+000000000000+++++++000000000000000000+++++++-++++ 1
- 00000000000+++++++++000000000000000000++++++++++
/ 000000000+++++++++++000000000000000000++++++++—
: 0000000+++++++++++++00000000000000000+++++++.
* / 00000+++++++++++++++000000000000000+++0+:
./ 000+++++++++++++/  : +O000000000000+++:
./ 00++++++++++/1 I I 1 :+00000000000+:

user: | s
password: [l

Inserisci ID da tracciare: Spes




ne Eye - Dating App Tracking — Conclusioni

If you know your enemies and know yourself,

you will not be imperiled in a hundred battles...
[Sun Tzu]



