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  e-privacy
 

● E­privacy: La prima edizione nel 2002 a Firenze 
(http://e­privacy.winstonsmith.org)

● Da allora mai mancata un'edizione (18 in fila, 
incrociamo le dita …)

● Dal 2012 si tengono 2 sessioni l'anno, una in 
Firenze ed una il altre citta' italiane (Milano, 
Torino, Roma, Cagliari ...)

● Senza fini di lucro, senza soldi, zero budget, 
sponsorless: autofinaziato per badge e stampe

● In ogni edizione c'e' un partner per la logistica 
(Comune di Firenze, Universita', il Parlamento …)

● Da 15 a 28 relatori, da 25 a 150 participanti

● Evento associato – Big Brother Awards dal 2005 al 
2012 (http://www.bigbrotherawards.it/)





Whistleblowing



Digital 
Whistleblowing



But online reporting could leave online traces ...



Digital Security



Data Encryption



Globaleaks

Prodotto italiano D.O.C. oggi sviluppato 
ed utilizzato in tutto il mondo.
Portato avanti da un gruppo di volontari 
con anche il supporto economico di Hermes



Globaleaks
Software crittografico per il Whistleblowing

E' un software libero, gratuito ed Open Source, 
sviluppato pubblicamente su internet via Github 
(https://github.com/globaleaks)

Si installa in pochi minuti su un qualsiasi computer 
Linux, anche di modeste prestazioni



Globaleaks
… come ad esempio questo



Globaleaks

Fondato sulla separazione dei ruoli 
e delle responsabilita', e sulla 
protezione dei ruoli uno dall'altro

●Whistleblower 
●Gestore del server
●Receiver

●(Custodian)



Globaleaks

Software per il whistleblowing anonimo o ad 
anonimato protetto

Utilizza Tor e Tor2Web

Sviluppato principalmente in Python utilizzando 
Angular.js

Piattaforma di riferimento Ubuntu 14.4, ma e' in 
realta' multipiattaforma e funziona 
tranquillamente sulle distribuzioni GNU/Linux 
derivate Debian

Tescnicamente e' un “Hidden Service” di Tor, 
cioe' un sito contenuto nella “nuvola” di Tor e 
non rintracciabile





Proviamolo!

Indirizzo da TOR
http://4ulztymoocewpojo.onion

Indirizzo da Tor2Web
http://4ulztymoocewpojo.tor2web.org



 Q&A 
Progetto Winston Smith

Hermes Center for Transparency and 
Digital Human Rights

http://pws.winstonsmith.org - http://logioshermes.org 

http://pws.winstonsmith.org/
http://logioshermes.org/


Installazione e configurazione









Interfaccia del Whistleblower













Interfaccia del receiver









Inizia il dialogo  tra 
whistleblower e receiver























Whistleblowing & ANAC

• Italian National Anticorruption Authority

• Whistleblowing procedure via  
whistleblowing@anticorruzione.it 
– Plain old email?
– Can confidentiality be safeguarded by using 

email?

mailto:whistleblowing@anticorruzione.it


42 media partners
• National Media
• Printed Journal
• Online Media
• TV
• Local Media

https://publeaks.nl 
 

PubLeaks Foundation
• Consortium by all media 
partners
• Manage the IT 
infrastructure
• Can’t access to Leaks
• Provide technical support
• Provide “Secure” Laptop 

Achieved amazing result in few 
months
• Abuse of power by politicians
• Abuse of public funds
• Already got attempt of Takedown

https://secure.publeaks.nl  

Multi Stakeholders Digital Whistleblowing

https://publeaks.nl/
https://publeaks.nl/




Key Points:
• Stimulate cooperation
• Stimulate competition
• Whistleblower select receipient based on the media’s 
reputation

Select Media

Send Tip

Fact 
Checking

Max 3 in 
parallel 

out of 42

IF only 1 media

IF multiple media
receive the leaks

Exclusivity

• Embargo Period
• Cooperation Rules

Publishing
on media
Platform 

(web, 
printed, 

tv)

MUST write 
that source 
come from 
publeaks



https://www.sourcesure.eu 
by LeMonde, La Libre, Rtbf, LeSource (“Francophone PubLeaks”)

https://www.sourcesure.eu/


https://www.transparency.it/alac

ALAC: Transparency International Italy

Send Tip

Experimental / Practical handling of anticorruption Tip, considering whistleblower 
safety

● Started in Nov 2014
● 40 good tip Feb 2015
● Strict questionaries focusing on information quality
● Try to address Whistleblower inquiry trough the right 

channel
● Roadmap for improvement

Deal with 
Whistleblower Action

Media

Authorities

ANAC

Anticorruption 
Officer

https://www.transparency.it/alac


http://www.aslbrescia.it 
ASL Brescia (Italian local public health agency) for compliance with national 

anticorruption law

Anti-corruption submission System:
Phase-1: Intranet deployment
Phase-2: Internet Exposure

November 2014 - April 2015: 2 corruption 
case reported!

http://www.aslbrescia.it/
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