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Who’s	Who		

• Cloud	Security	
• Penetra2on	tes2ng	
•  Incident	Response	
• An2-Fraud	
• Computer	Forensics	

• Mobile	Security	

	



The	power	of	analysis	



Nobody	knows…together	we	know!	

•  http://wisdomofcrowds.blogspot.it/2009/12/vox-populi-sir-francis-galton.html  
	





How	our	data	and	metadata	could	be	used	



Metadata	analysis	from	phone	calls	1/2	

• An	experiment	from	Jonathan	Mayer	
•  “Par2cipants	run	the	MetaPhone	app	on	their	Android	
smartphone;	it	submits	device	logs	and	social	network	
informa2on	for	analysis.”	

•  “We	began	by	iden2fying	the	MetaPhone	par2cipants’	contacts.	
We	used	the	same	approach	as	in	our	prior	work	on	number	
iden2fiability,	matching	phone	numbers	against	the	public	Yelp	
and	Google	Places	directories.	In	total,	our	546	par2cipants	
contacted	33,688	unique	numbers.	6,107	of	those	numbers	
(18%)	resolved	to	an	iden2ty.”	

–  hZp://webpolicy.org/2014/03/12/metaphone-the-sensi2vity-of-
telephone-metadata/	



Metadata	analysis	from	phone	calls	2/2	

•  http://webpolicy.org/2014/03/12/metaphone-the-sensitivity-of-telephone-metadata/ 

	



Metadata	analysis	from	phone	calls:	PaOern	Results	
•  “A	paZern	of	calls	will	o^en,	of	course,	reveal	more	than	individual	
call	records.	”	
–  Par2cipant	A	communicated	with	mul2ple	local	neurology	groups,	a	specialty	
pharmacy,	a	rare	condi2on	management	service,	and	a	hotline	for	a	
pharmaceu2cal	used	solely	to	treat	relapsing	mul2ple	sclerosis.		

–  Par2cipant	B	spoke	at	length	with	cardiologists	at	a	major	medical	center,	
talked	briefly	with	a	medical	laboratory,	received	calls	from	a	pharmacy,	and	
placed	short	calls	to	a	home	repor2ng	hotline	for	a	medical	device	used	to	
monitor	cardiac	arrhythmia.		

–  Par2cipant	C	made	a	number	of	calls	to	a	firearm	store	that	specializes	in	the	
AR	semiautoma2c	rifle	placorm.	They	also	spoke	at	length	with	customer	
service	for	a	firearm	manufacturer	that	produces	an	AR	line.		

–  In	a	span	of	three	weeks,	Par2cipant	D	contacted	a	home	improvement	store,	
locksmiths,	a	hydroponics	dealer,	and	a	head	shop.		

–  Par2cipant	E	had	a	long,	early	morning	call	with	her	sister.	Two	days	later,	she	
placed	a	series	of	calls	to	the	local	Planned	Parenthood	loca2on.	She	placed	
brief	addi2onal	calls	two	weeks	later,	and	made	a	final	call	a	month	a^er.		

•  http://webpolicy.org/2014/03/12/metaphone-the-sensitivity-of-telephone-metadata/ 

	



hOps://labs.rs/en/metadata/	



• Share	Lab	is	a	newborn	child	of	the	Share	Founda2on	–	a	
research	and	data	inves2ga2on	lab	for	exploring	different	
technical	aspects	of	the	intersec2ons	between	technology	and	
society.		

•  “Once	online,	our	every	movement,	every	click,	sent	or	received	
email,	our	every	ac4vity	produces	a	vast	amount	of	invisible	
traces.	These	traces,	once	collected,	put	together	and	analysed,	
can	reveal	our	behavioral	pa<erns,	loca4on,	contacts,	habits	
and	most	in4mate	interests.	They	o=en	reveal	much	more	than	
we	feel	comfortable	sharing.”	

•  hZps://labs.rs/en/metadata/	
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How	the	way	you	type	can	shaOer	anonymity	1/2	

•  http://arstechnica.com/security/2015/07/how-the-way-you-type-can-shatter-anonymity-even-on-tor/ 
	



How	the	way	you	type	can	shaOer	anonymity	2/2	
•  “The	technique	collects	user	keystrokes	as	an	individual	enters	
usernames,	passwords,	and	other	data	into	a	website.	A^er	a	
training	session	that	typically	takes	less	than	10	minutes,	the	
website—or	any	other	site	connected	to	the	website—can	then	
determine	with	a	high	degree	of	certainty	when	the	same	
individual	is	conduc2ng	subsequent	online	sessions.”	

•  “The	real	concern	with	behavioral	profiling	is	when	it	is	being	
done	by	mul2ple	big	websites	owned	by	the	same	company	or	
organiza2on.	The	risk	to	anonymity	and	privacy	is	that	you	can	
profile	me	and	log	what	I	am	doing	on	one	page	and	then	
compare	that	to	the	profile	you	have	built	on	another	page.	
Suddenly,	the	IP	address	I	am	using	to	connect	to	these	two	
sites	maZers	much	less.”	
–  hZp://arstechnica.com/security/2015/07/how-the-way-you-type-can-
shaZer-anonymity-even-on-tor/	



Knowing	the	aOackers:	APT28	

•  hZps://www.fireeye.com/content/dam/fireeye-www/global/en/current-threats/pdfs/rpt-apt28.pdf	



Knowing	the	aOackers:	APT28	

•  hZps://www.fireeye.com/content/dam/fireeye-www/global/en/current-threats/pdfs/rpt-apt28.pdf	



Tracking	Metro	Riders	Using	Accelerometers	

•  hZp://www.theregister.co.uk/2015/05/26/tracking_metro_riders_using_accelerometers_on_smartphones/?mt=1462545176702	



Sniffing	and	tracking	wearable	tech	and	smartphones	
•  “Researchers	at	
Context	Informa2on	
Security	have	
demonstrated	how	
easy	it	is	to	monitor	
and	record	Bluetooth	
Low	Energy	signals	
transmiZed	by	many	
mobile	phones,	
wearable	devices	and	
iBeacons,	including	the	
iPhone	and	leading	
fitness	monitors,	
raising	concerns	about	
privacy	and	
confiden2ality.	”	

•  hZps://www.helpnetsecurity.com/2015/05/25/sniffing-and-tracking-wearable-tech-and-smartphones/	



Loca1on	determina1on	techniques	
• Examples:	

–  WIFI	related	data	can	be	used	to	determine	your	loca2on.	You	only	need	to	match	
MAC	addresses	with	a	map	of	known	Access	Points.	

–  BaZery	consump2on	can	be	used	to	iden2fy	your	movements	
–  It	might	be	obvious	but	apps	for	taxi	services/maps/health	etc..	could	have	a	
history	of	your	preferred	places.		

	

	
•  hZp://www.zdnet.com/ar2cle/how-google-and-everyone-else-gets-wi-fi-loca2on-
data/	

•  hZp://www.theregister.co.uk/2015/02/23/
mobe_baZery_stats_the_latest_tracking_trick_for_spies_creeps/	

•  hZp://www.ib2mes.com/spying-celebri2es-nyc-taxi-metadata-exposes-celeb-
loca2ons-strip-club-clients-1696744?rel=rel1	



Analyzing	HTTPS	Encrypted	Traffic	to	Iden1fy	
User’s	Opera1ng	System,	Browser	and	Applica1on	

•  hZp://arxiv.org/^p/arxiv/papers/1603/1603.04865.pdf	



Check!	

Full	report:	
			hZp://www.snoopwall.com/wp-content/uploads/2014/10/Flashlight-Spyware-Appendix-2014.pdf	



Summary	



Summary	

• Pay	aZen2on	to	informa2on	we	leave	or	share	on	the	
Internet	every	day	

• Evaluate	the	usage	of	apps	with	a	low	number	of	
requirements	in	terms	of	permissions	

• Giving	too	many	privileges	or	too	much	informa2on	to	
app/service	providers	might	imply	that	when	a	
company	get	hacked	then	the	aZackers	could	have	
access	to	our	sensi2ve	details	



Really!1!	-	Pay	AOen1on	



Thank	you!	
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