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Bifcoin Forensics

- Sottoinsieme della Digital Forensics

- Deriva dalla Computer, Network, Mobile,
Video, Audio, etc... Forensics

« Applicazione delle best practices e
workflow di digital forenscis alle indagini
sulle criptomonete.

- Elementi tradizionali € “locali” (es. analisi di un
PC su cui e stato installato un wallet)

- Elementi innovativi (intelligence su transazioni
presenti nella blockchain)
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Bitcoin Forensics Core

 Blockchain: la prova € pubblica, du -h blocks/
immutabile, gia “forense” 13G blocks/index
161G blocks/

$ pwd
/home/btc/.bitcoin/blocks

$ 1s -alh
total 105G
btcgroup Jan 19 00:

btcgroup Jan 19 00: %

btcgroup Jan 4 00 b1k00000.dat
btcgroup Jan 4 01 b1k00001.dat
btcgroup Jan 4 01 b1k00002.dat
btcgroup Jan 4 01 b1k@0003.dat
btcgroup Jan 4 01 b1k00004 .dat
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Bitcoin Forensics Core

PMB:blocks Paolo$ hexdump -C blk@0000.dat | head -n 20
00000000 f9 20 00 00

00000010 00 o i 00 00

00000020 00 o - 13 ed
00000030 7a % v"-g; e 8 1b
00000040 88 = Eat O Utes!rf,. 5F
00000050 ff S i 00
1010111 1S I /I [ M Isracl prepares to send tank \1]1) nto <17a 00
00000070 00 00 SP" crpesgaee o sl oo ff
00000080 ff ff [ < o == o - PS5 20 M EThe TI
00000090 69 6d 8 ey ) e ot 30 limes ©3/Jan/2009|
00000000 20 437~ v Sy Be 20 | Chancellor on bl
000000b0 72 69-». i A 4 20 Irink of second bl
000000cO0 61 69 = S Led s : e 6b lailout for banksl
000000d0 ff ff| B & 3 41

000000e@ 67 8aj — ' - 0 b7 et UH T g
000000f0 Sc d6 hancellor on brmk of 1 de

LU IR TR o cond bailout for banks [~ & 12 [T 2L.8. Useea I
00000110 5c 38 4c 1d IN&M. .. .W.Lp+k.._
00000120 ac 00 00 00 00 f9 be b4 d9 d7 00 00 00 01 00

00000130 00 6f e2 8c @a b6 f1 b3 72 cl a6 a2 46 ae 63

Metodologie, procedure e limiti delle indagini forensi e di PG su blockchain ed exchange - Paolo Dal Checco



E-Privacy XXVI - Dalle Istituzioni alla Blockchain - Bari, 3 Ottobre 2019

Strumenti online: blockchain explorers

ADDRESS

17YKd1iJBxu616JEVOT15PsXvkTmnQyEFVt [ ANON-2013159758 ]

SUMMARY  ACTIVITY VOLUMES TEMPORAL PATTERNS  NOTES (0)

ACTIVITY BALANCE (AT END OF PERIOD)

FIRST SEEN JANUARY 14,2019
LAST SEEN FEBRUARY 11, 2019
INCOMING TXS 72
OUTGOING TXS 6

VOLUMES

RECEIVED 5.17321451 B
SENT -5.17321451 B
BALANCE 0.00000000 B

hitps://oxt.me
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Strumenti online: blockchain explorers

ANON-2013159758

SUMMARY  ACTIVITY

ACTIVITY

FIRST SEEN
LAST SEEN
INCOMING TXS
OUTGOING TXS

VOLUMES

RECEIVED
SENT
BALANCE

ADDRESSES

ADDRESSES
ADDRESS REUSE

VOLUMES

JANUARY 7, 2019
MARCH 28, 2019
507

8

55.10141574 B
-55.10139390 B
0.00002184 B

25
95.069%

ADDRESSES

UTXO0S

BALANCE (AT END OF PERIOD)

TEMPORAL PATTERNS

NOTES (0)

hitps://oxt.me
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Strumenti online: blockchain explorers

% BLOCKCHAIR

Search in 9 blockchains (BTC/ETH/XRP/BCH/LTC/BSV/DASH/DOGE/GRS)

i
B,

5 Bitcoin Address

General info

17YKd1iJBxu616JEVo15PsXvkimnQyEFVt &

Other blockchain explorers

bitcoin.com J [ @ viabtc.com J

Crypto Credit ~ Earn Interest ~

Address 17YKd1iJBxu616JEV0o15PsXvkimnQyEFVt &
Balance 0.00000000 BTC / 0.00 USD
Total received Total spent
£ 5.17321451 BTC / 18,696.42 USD 5.17321451 BTC / 18,809.78 USD O—@
First / last seen receiving First / last seen spending

by
=4 9 months ago ® / 8 months ago © 9 months ago ® /8 monthsago ® =0
Address type pubkeyhash [ sc btc.com | [
Script ‘ OP_DUP OP_HASH160 47bd3186d74568a9c262241a71c0bbb13432422d q OP | Bin Hex
Transaction count 78
Output count / Unspent output count 72/0

Hide details 4

https://blockchair.com

Metodologie, procedure e limiti delle indagini forensi e di PG su blockchain ed exchange - Paolo Dal Checco



E-Privacy XXVI - Dalle Istituzioni alla Blockchain - Bari, 3 Ottobre 2019

Strumenti off/online: Maltego

LFimbH fn paZ jKFvypilakTillusM45 5pafH

e sy Fine G
[T (T ok
AT - 125

ad feaft 5 fida4dbfedod F3cd2 P Afc2ceal ool fdbcal eab2 ad fcibol

= © O

324 @2013-10-25 042 8:a0) 324 324

Recenced: Address

e "
ﬁ.& e} L 1] m o}
E,.J T
34057 90b2 04830970l 82778 1b4Hd 380

“fr

‘

O & 1FfmbHfnpazjKFvyilokTj)JusN455paPH

324 324
recieved
sent

O O

0 144341.5281317
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Clustering

4 N\ [ N\ [ N\ [ N
Block 51 Block 52 Block 53 Block 54
Proof of work: Proof of work: Proof of work: Proof of work:
0000009857vwv  w| 000000zzxvzx5 00000090b41bx | 000000 1axz4tvi
Previous block: N Previous block: N Previous block: N Previous block:
000000432grzal 0000009857vwv 000000zzxvzx5 00000090b41bx
Transacton N Transacton ] Transacton ) Transacton N
L Ik54Ifvx dd5g31bm 94lxcvi4 fdxx14a1
Transacton ] Transacton ] Transacton ) Transacton
| 09345wid | 22qsx987 | abb7bxxq nhn3891a
Transacton Transacton Transacton Transacton
\ vc4232v32 \ 001hk009 34oiuS8a mn546yhg
= )\ >
N N o N 7 -

La blockchain € un mero elenco di transazioni da indirizzo a indirizzo

Con la Blockchain Intelligence si tenta di costruire relazioni tra gli indirizzi, le transazioni e i wallet,
raggruppando gli indirizzi in wallet framite tecniche di “clustering”

Con li clustering non otteniamo (direttamente) indirizzi IP, numeri di telefono, email, ma possiamo
arrivare a deanonimizzare degli indirizzi o meglio dei wallet

Per la classificazione, utilizziamo la ricerca di Jonas Nick
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Clustering

WalletExplorer.com: smart Bitcoin block explorer

Wallet . [0022591 533] (show transactions)

Page 1 / 1 (total addresses: 25)

address balance incoming txs last used in block
1AuXbXYsB6HQLpiEhFr2EYp3DDioJDv46H 0.00001092 18 569229
1GF8J1XRaiX20HM7SQo9VAFAtWZcRgMncg 0.00000546 12 564123
142e8SgyTLnkvwkDkNNon9jMtKY4UDvQqr 0.00000546 10 564123
145SmyE7DBEQExsnXZobojbQgr5UdgbCHh 0. 74 564123

17YKd1iJBxu616JEV015PsXvk1mnQyEFVt 72 562563
1G1gFoadiDxa7zTvppSMJhJi63tNUL3cy7 70 560509
18Pt4B7Rz7Wf491FGQHPsfDeKRgnkyrMoé 58 559366

0

0

0
1Jh1miFmMhTmGQvnéZejaqg85viD4k1vViG 0. 47 564123

0

0

0

1JgjcCi7sWmr3L7YXKaTAW2qoQdKztcSeu 34 564123
1GjZSInpU4AfTS8vmrebrx7eQgeMUq8VYr 25 560509
164NL2muDgdS83LpKWpwaky9Btdwanskb1 14 564783

https:.//www.walletexplorer.com
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Clustering

BitCluster

Welcome to BitCluster

Enter an address or an node Id to begin!

Bitcoin address, node id or service name:

17YKd1idBxu616JEVo15PsXvk1mnQyEFVt

Find

http://dev.bit-cluster.com/
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Clustering

Download BitCluster

BitCluster

DOWNLOAD THE TOOL

The Bitcoin De-Anonymizer

DOWNLOAD THE DATABASE

http://dev.bit-cluster.com/
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Wallet SPV e leak

| wallet SPV non scaricano l'intera blockchain, devono usare server

| client SPV BIP37 utilizzano filtri di bloom per identificare e passare gli
indirizzi del wallet ai server

« Filtro di bloom: sistema per testare in modo efficiente se un elemento &
parte di un insieme, con falsi positivi ma senza falsi negativi

Se queste richieste vengono in qualche modo intercettate...

Jonas Nick ha portato avanti parecchie ricerche sull’argomento,
concludendo che un client SPV con pochi indirizzi Bitcoin (es. <20)
rischia di lasciare facilmente identificare tutti gli indirizzi

https://jonasnick.github.io/blog/2015/02/12/privacy-in-bitcoinj/
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MIXING

- Sempre piu frequente utilizzo dei Mixer o Tumbler

BITCOIN MIXER

Bitcoin Mixer (Blender) is something that helps you to shuffle your bitcoins using our algorithms and
to secure your identity.
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Tor

- E sempre possibile operare dietro la rete Tor

Electrum 3.0 - wallet 1 [standard

- . History ¢ Send ~ Receive #8 Addresses M| Console

Date Description Amount Balance USD Amount USD Balance:

Tor Connected
Blue Dot

Balance: 0. BTC (0.00 USD) 1BTC~7,409.13 USD

Metodologie, procedure e limiti delle indagini forensi e di PG su blockchain ed exchange - Paolo Dal Checco



E-Privacy XXVI - Dalle Istituzioni alla Blockchain - Bari, 3 Ottobre 2019

CoinJoin

Whirlpool

e
Break the link your coins leave behind with b

X 0.55456320 BTC
available on any platform

e ®

LECT UTX0S SELECT POOL

Cycle Priority

LOw NORMAL

20 sat/b

0.01 BTC Pool
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Demixing

* Alcuni mixer (es. CoinJoin, etc... non parliamo ora dei Tumbler)
utilizzano dei pattern/protocolli che possono permettere una

ricostruzione parziale dell’ordine delle transazioni e identificare |l
legame tra entrata e uscita

Without Coinjoin With Coinjoin

Transaction 1 (. Coinjoin Transaction e

[In: 20 BTCJ [Om: 15 BTC i i (In: 20 BTC) [Ouz: 15 BTC}-\’i
AN

i\ (m1087c) (ow:samc ]—\'i
Transaction 2 Alice Change Carol

Eo @ F

Qut: 2 BTC Carol

Alice
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Currency exchangers

« Cisono siti che forniscono servizio di cambio da una criptomoneta a
un’altra, senza passare per moneta FIAT, spesso senza registrazione

« Questi siti possono utilizzare delle tracce che permettono di crare dei
pattern pattern per identificare i punti di uscita (ex. Wallet Wannacry
verso Monero)

Choose Which Assets to Trade

Deposit Receive

S

Nxt Monero
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Strumenti commerciali d’'intelligence

eutring.PE E inong) I I
* Elliptic (elliptic.co) ==

« Chainalyis (chainalysis.com) E=
» Blockseer (blockseer.com) BE=
» Scorechain (scorechain.com) =
« Skry (skry.tech) BE=
» Blockchaingroup (blockchaingroup.io) i+l
« Sabr (sabr.io) BE=
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Gli exchange come endpoint

« Gli exchange hanno I'elenco delle transazioni EUR-> BTC e viceversa,
importanti per le investigazioni sul Bitcoin

18T QD gy T ¢ 2 f 26V i""a""e.l 5, Mmstems (19 @9T17:29:37, 589+02: 00, 5d Tl T Bkl i ST et TT W T e i et Tl T Dl "

1m =m - G T S 2,1.3m & 8 5-15T17:23:4@= =78+02:00,8 E=e NI EmETE O IS T . 35
1= - = "am,1.4= S8 .8.wm-15T09:27:10 43“2.00,4 B o oew oo o ] i n.=de
1w w = - ok, 1,45 Sl 1-15T14:37:5 u80+02:00, 3 e n U —— = m mm moesmm = 3
bl N T T N i fd, 1.5 ESee15T18:39: 41, m=3+02: 00, 26/ = m——— - — TR — u . =y

1EEC W . - —e7,1.4w RN ow-16T17:57:5" ¥23402:00,5:8 nm i N TEEET W w ol S L
1 m= Tom M "H,1.3 0 "-17709:48:0({ 108+02:00,6 B IR N O T = B u . = mm =39
1= e ca— smemsmeen Ny, 1. 55 "0 m-17T11:33: 1= ©12+02:00,4" N - T . L= N Ee
1= N N Emes mewems R, 1,40 meomenn-17T15:39:47" 192+02:00,fh "8 == m 3 e Bl S g 3
pt  BH . = e 56,1.3% ‘= wsB_17T17:29:10 -190+02: 00, 3ms sun senmsmm——" N NS S OB N En s $9
1w e i | u E m m.l 3 - e 1=-20T11:15:3¢ 58402 eQ c/E T = B N T HE DT = | =N EEoEg
1w . L = 2 ], 4m S e w-22T12:08:07 ®53+02:00, 10 w i s 57
1L poiwe . owr—n. v o mineoviBy, 1. 68 SELE-TJ-25T17:21: 561 884+02: 00,05, /su_ e T T R —— R S S P ]

« Gli exchange hanno anche spesso email, Postepay, Carta di credito, IBAN di
chi ha eseguito il versamento, oltre indirizzo IP, cellulare e KYC

« Possiaomo seguire la blockchain in avanti e indietro, tenendo conto degli ovvi
limiti delle fransazioni con multipli IN e OUT e dei change address
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