Analisi delle tecniche di censura della piattaforma TOR
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Whoami

A Professionista nel campo della sicurezza informatica : vulnerability assessment,
penetration test, malware analysis

A Senior Cyber Security Specialist CO

technology consulting

A Collaboratore Owasp Italy

A Autore per la rivista H a H l n 9

IT SECURITY MAGAZINE

Pd giovanni.cerrato@aizoon.it , giovcerrato
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Agenda

ACensura su Internet
ATor
ATorcensorship

ATecniche di evasione della censura
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La censura su Internet

Per ocensura SsSu I nternet

S | |l Nt ende

pubblicazione di contenuti o dell'accesso ad essi nella rete Internet

ATrigger:

A Hostname

A IP address

A Port number

A Protocollo utilizzato
A URL/keyword(s)
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AEsecuzione

ADNS redirection

AR_eset della connessione tra
gli host

AModifica della richiesta (time
out connessioni)

A Alterazione della response .

(eliminazione/aggiunta
contenuti)

APosizione del modulo di
censura

A Dns

A Router
A (Client)
A ( Server)
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Osservatori sulla censura

OONI

Open Observatory of Network Interference
A free software, global observation netwaork for
detecting censorship, survelllance and traffic
manipulation on the internet

DpenNet Initiative

00N Explorer

OQONT has been monitoring
internet censomship around the
workd since 2012

ixplore OONI Data

UNIVERSITA pecu STupt
or NaroL Feperico 1l

HELP SPOT WEB BLOCKAGES
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Tor

AScopo . Garantire anonimato e privacy in  Internet
ACome lo fa :nascondendo | 8i ndi r ifraitore | P

ARealizzazione pratica: traffico generato da un
utente viene instradato in modo casuale attraverso
piu nodi dellarete Tor

AlLa destinazione finale vedra pervenire la richiesta
da un nodo della rete Tor, e le sara impossibile
rir salire all oori gl ne
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Tor Censorship

NEWS

Turkey Doubles Down on Censorship Turkey blocks access to Tor anonymising

network

With BlOCk on VPNS, Tor ® 19 December 2016 | Technology f ¥ © [ <« shae
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People use Tor to browse the intemet and communicate in private
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Tor Censorship

Link Egypt Vodafone Egypt

Websites TE (AS8452)

#EgyptCensors: Evidence of recent censorship events in Egypt (AS24863) (AS36935)

http://www.torproject.org BLOCKED BLOCKED Unclear
https://www.torproject.org BLOCKED Unknown (N/A) Unclear
""»‘ | l“\\ HEkp: [ fbr itdges toraroject ore BLOCKED BLOCKED ACCESSIBLE
https://bridges.torproject.org BLOCKED Unknown (N/A) ACCESSIBLE
http://ooni.torproject.org BLOCKED BLOCKED ACCESSIBLE
https://ooni.torproject.org BLOCKED Unknown (N/A) Unkg\;)/v;/\r)l
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Tor primo step

A Ottenere Ia lista dei nodi della rete con cui poter stabilire un circuito casuale
contattando le directory authorities

E) How Tor Works: 1 35 Tornode

« « o unencrypted link
- oncrypted link

Alice
el - -

- Step 1: Alice's Tor
- client obtains a list
- of Tor nodes from
- adirectory server.
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Tor secondo step

AStabilire u n

per cor sao

t

ra | 0ori gi ne e

Ef) How Tor Works: 2

Alice
PN W R
Step 2: Alice's Tor client
picks a random path to
destination server. Green -
links are encrypted, red —
links are in the clear. -——
Dave _H'___

CEJ Tor node
@ w e

unencrypted link
——p ancrypted link

R+ [ —
- — - e Bob
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Tool ed esecuzione test

Alspiratoa . Philipp Winter, oDesign Requirements f
Tech Report

AEseguito su nodi PlanetLab :

un t tu
per mettono | 0esec It
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Testdi reperibilita del software e del

bridges

A Pagina indice?

A Accesso ai mirror?
A Connessione TCP?
A Connessione TLS?

A DNS fornisce risultati corretti?
A Gli host rispondono al ping ?

Tor

Home About Tor

Anonymity Online = Tor prevents people from

Protect your privacy. Defend yourself
against network surveillance and traffic
analysis.

Download T

What is Tor?
Tor is free software and an open network that
helps you defend against traffic analysis, a
form of network surveillance that threatens
personal freedom and privacy, confidential
business activities and relationships, and state
security.

Learn more about Tor »

learning your location or
browsing habits.

* Tor is for web browsers,
instant messaging clients,
and more.

* Tor is free and open
source for Windows, Mac,
Linux/Unix, and Android

Why Anonymity Matters

Tor protects you by bouncing your
communications around a distributed network
of relays run by volunteers all around the

world: it prevents somebody watching your
Internet connection from learning what sites
you visit, and it prevents the sites you visit from
learnina vour physical location.

Documentation Press Blog Contact

Download Volunteer Donate

Recent Blog Posts

Tor Browser 7.0 is released

Wed, 07 Jun 2017 Posted by: bokim
Tor 0.3.1.2-alpha is out (with n.

Fri, 26 May 2017 Posted by: nickm
Tor 0.3.0.7 was released last week!

Fni, 26 May 2017 Posted by: nickm
The State of Internet Censorship...

Tue, 23 May 2017 Posted by: agrabeli
Tor Bre is re

Tue, 16 May 2017 Posted by: bokim

all blog posts »

‘Who U:

Family & Friends
B People like you and your family use Tor
3 to protect themselves, their children, and
| their dignity while using the Internet

BridgeDB

_—— ATestr epl i cati per
* | bridges (meccanismi di evasione

(@)
-]

Mi serve un altro modo per avere dei bridge!

Un altro modo di ottenere i bridge & inviare un'email a brid
I'email usando uno degli indirizzi tra i seguenti provider emai

Nota che devi inviare

| miei bridge non funzionano! Mi serve aiuto!

Se Tor non ti funziona, manda un'email a help@ g. Cerca di includere piu informazioni
possibili sul tuo caso, incluso I'elenco di bridge e Pluggable Transports che hai provato a usare, la

versione di Tor Browser, qualsiasi messaggio ti abbia mostrato Tor, ecc.

torproj
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DNSfiltering and redirection

A Indirizzi forniti dal DNS sono corretti?

A Due nodi fornivano la stessa risoluzione DNS sia per bridges.torproject.org che per
www.torproject.org

www . torproject.org. 261 IN A 154.35.132.7@
www . torproject.org. 261 IN A 38.229.72.16 -URI . I
www . torproject.org. 261 IN A 138.261.14.197 Your 1S BIOCked'
www . torproject.org. 261 IN A 89.45.235.21

www . torproject.org. 261 IN A 82.195.75.181

bridges.torproject.org. 366 IN A 78.47.38.229
3
greatfirewallofchina.org
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Test di raggiungibilita degli  host

AConnessione TCP?
A Connessione TLS?

AUSTRALIA
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